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ABSTRACT

In this paper we describe the UniWireless framework, a natio
wide distributed Open Access testbed that involves differe-
search units collaborating in the TWELVE national projethe
Uni-Fy AAA system, used to manage the collection of involved
hotspots, is also discussed.

The most important aspect of the UniWireless frameworksis it
compatibility with different authentication mechanismaiile most
access networks enforce a particular authentication pobtgpon
their users, in the UniWireless system different mechagisoex-
ist, and each client can in principle use the one that it ctansi
most suitable. Two different, independent and coexistimidpen-
tication protocols (capive portal and a SIP-based tecla)itpave
been implemented and are described in this paper.

Besides its academic and scientific value for demonstrang
sults and supporting research activities, the UniWireiesaework
is actually used to grant access to nomadic users that bedaify
ferent research units in all the hotspots related to theeptojEv-
ery nomadic user can access network resources from evespdiot
in the testbed by his usual authentication credentials.eEgpce
gathered from more than one year of continuative use of tsiesy
is also discussed.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks]: General—security
and protection; C.2.1 [Computer-Communication Networks]:
Network Architecture and Designwireless communicatiorC.2.3
[Computer-Communication Networks]: Network Operations—
public networks, D.4.6 [Operating System$: Security and Pro-
tection—access controls, authentication
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1. INTRODUCTION

In the growingly popular “always on” perspective ubiquisonire-
less networks have accustomed us to, a common problem is give
by the plethora of not quite interoperable AAA (Authentioat
Authorization and Accounting) systems that are being thiced
by different vendors and standardization committees.

Network users need to access remote resources and services i
the most comfortable way. On one hand, users want to be able to
connect to network services everywhere. On the other handet
work must be readily accessible. In wired network, usersece
ognized and accounted for on the basis of their physicatitmta
inferred by the physical link they are using. In wirelesswks,
more sophisticated user authentication systems are eshjuiAs
GSM experience has shown, hardware identification is ndi- suf
cient for authentication and managing and secret-key baisex:-
dure are needed.

With the recent explosion of Wireless 802.11 LANs (WLANS),
new concepts are required. A restricted environment, f&nimce a
private organization, might be willing to provide nomadézass to
its employees and to grant limited access to visitors. Irevétka
environments, for instance public hotspots in airportstatians,
the WLANs are used to provide connectivity to nomadic users.
However, for a user to be able to enter various different netsy
he needs different access protocols and credentials, wéeslat-
ing into a number of installed resident programs and ceatifis, at
the expense of transparency and ease of use.

In this paper we describe a nationwide testbed that invalifes
ferent research units that belong to the TWELVE Project.hia t
project, all hotspots are unified by a framework for users serd
vice management that we call UniWireless. The collectiohatf
spots is managed by a common authentication system called Un
Fy, which can be modularly expanded to accept different form
of authentication; in particular, this paper will deal witflowest
common” authentication functionality based on tiative portal
technique and accessible by all wireless clients, and witoee
transparent SIP-based authentication technique whiclc@aaxist
with the former.

The UniWireless framework is used to demonstrate project re
sults and activities, but it is also deployed to grant actesso-
madic users that belong to different research units in dipuais
involved in the testbed. Nomadic users can access to netwgerk
source from every place involved in the testbed using theesam



thentication set throughout the participating units. Smesdata
such as passwords or private keys are never shared amopgtsots

2. BACKGROUND AND STATE OF THE ART

In this paper we focus on two aspects of public wireless LAN,
wireless hotspot management and distributed frameworlerevh

by the Wi-Fi Alliance and is known as WPAZ2. It proposes an arch
tecture that includes 802.1x authentication mechanistnsnger
block cipher, encryption protocol, and a 4-way handshaketn
thentication procedures.

2.2 Distributed access framework

nomadic users can access from several spots using the same ac R€mote resource access management has been a hot topic in the

count. These topics are closely related, so we try to foces th
main features to describe the relationships between them.

Public hotspot management is a relatively new subject, tso li
tle literature and experience are available on this. Moselass
hotspots are managed by commercial owners with little @stiein
sharing customers. Some public hotspots, however, arel lmase
the Open Access Network (OAN) philosophy: a horizontally-la
ered network architecture and business model that sepgrays-
ical access to the network from service provisioning [3]eTio-
neering of OAN management has been the StockholmOpen projec
[19]. The project consists of a WAN connecting wireless aimeev
access points [9, 10]. The structure of the network allovescib+
existence of different Internet Service Providers (ISBsuker au-
thentication and access to global network. Each ISP thad jaithe
project must connects its own gateway to the OAN infrastmect
Other OAN based on the StockholmOpen.net idea are deployed i
other cities in Europe, North America and Oceania.

The OAN philosophy is based on distributed access spotsavher
nomadic users can access remote resources, but it doespigt im
any lack of control: a user who wants to connect to global natw
must be authenticated by a remote authenticator trustedebgid-
cess system.

2.1 Authentication systems and techniques

last years. Some architectures based on user authenti¢atax-
cess web-based resources are related to the problem debarib
the article, however they do not implement an authentinagiod
authorization system. Shibboleth [18] is an architectina €n-
ables organizations to manage a network that allows usexcass
web resources. The architecture of Shibboleth defines hfm-in
mation must be exchanged between an organization and alprovi
of digital resources. All the organizations that use thteym must
previously join a federation. Athens [14] is another acaas®-
agement system to control access to remote resources argkser
This management system allows access to protected resauitbe
authentication based on Shibboleth.

Two more projects must be mentioned: IRAP and EDUROAM.
IRAP [16] (International Roaming Access Protocol) spesif&an-
dard interfaces for exchanging authentication, accognénd man-
agement interfaces between providers of public WLAN rognit
also defines protocols to integrate WLAN with mobile phong ne
work as GSM (2G and 3G), GPRS, UMTS, and cdma2000.

EDUROAM [15] (Education Roaming) is a framework for in-
terinstitution roaming. The system uses a RADIUS-basetsaf
tructure and 802.1X protocol to support roaming. In Europe s
eral countries connect to Eduroam project and also nongearm
countries are members (Australia and Taiwan). The project i
volves research and education networks of several coantfibe

The authentication mechanism can be based on the exchangétructure supports authentication and roaming is based RA-a

of private information from the client to the remote servathw
different authentication techniques and protocols. Thestnaif-
fused technique is the “captive portal” solution based oh pages:
when a user connects to the network and requests a pageelie is r
rected to an authentication web page where, through a selddre
connection, he is invited to provide authorization tokevisich can
be as simple as username and password, up to certificateg@rfin
prints. Some famous free and open-source authenticatiteray
based on the “captive portal” solution areWifiDog [21] andQ¥b
[6]. Recently also commercial solutions based on the same ph
losophy appeared on the market, like FirstSpot by Pantfo(&so
Windows-based manager).

All of these are software solutions that provide centralize-
cess control and accounting and run on dedicated servergylay
behind the physical access network. Recently, “Hotspat-box”
solutions were developed: the authentication proceduraisaged
by the AP that provides both physical connectivity to bagidand
the user authentication. Also in this solution the captivgal so-
lution can be used.

DIUS hierarchy and the European root is provided by TERENA
(Trans-European Research and Educational Networking céesso
tion). The two servers act as roots are operated in Netrdsland

in Denmark. The structure of the framework is an OAN. A user
who wants to access remote resources from a network mustbe au
thenticated. All the traffic in a internal network flows thgiua
programmable router called PAC (Public Access Control)amig
authorized clients can access the external network. Atittzion
procedures are based using VPN, 802.1X and web-basedmsluti
The deployed solution is based on RADIUS servers becauge the
can support 802.1X.

3. SYSTEM PHILOSOPHY AND
ARCHITECTURE
In this section we describe the structure of the UniWirelesse-
work and the entities that are involved in the global arciitee.

The first part of the section briefly describes the structfitbeau-
thentication system in its basic configuration. An in-degscrip-

An overview of the access managements techniques would of tion of the system can be found in [4]. The second part dessrib

course be incomplete without mentioning the 802.1x [1] déad
and the work done in 802.11i [2] Task Group. 802.1x definels-tec
niques for user authentication (based on EAP, PEAP, TLS,S[TL
etc.) as well as implementation of secure communicatiorgs (e
based on tunneling). Many of these solution can be used sphbt
management system with safe and scalable features. 802 dii
amendment of the 802.11 standard that specifies improveafient
secure mechanism for wireless network. The standard sgess
the previous security procedure called Wired Equivalemtaey
(WEP) which suffers of security weaknesses. 802.11i is arsep
of features introduced by WPA (Wi-fi Protected Access) psgub

the development of new authentication procedure.

3.1 Basic configuration

A single HotSpot involved in UniWireless can be classified in
two categories:

Connectivity provider An entity uses a Uni-Fy authentication sys-
tem to grant network connectivity to authenticated users;

Authentication provider An entity supports a secure database of
users that must be inquired to control users’ credentials.
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Figure 1: High level architecture of the Uni-Fy system

Obviously, a hotspot can simultaneously be a Connectivityider
and an Authentication Provider.

3.1.1 Uni-Fy gate

Uni-Fy gate is a wireless hotspot management tool developed
the WILMA project under the name “WilmaGate” and now main-
tained by the TWELVE Project. The TWELVE team added func-
tionalities and extended flexibility to the authenticatgystem to
support the UniWireless system. The Uni-Fy gate is a tookdev
oped in C++ as a collection of user-space applications anmdaid-
ular design is intended for easy addition of new features.

The main features of the Uni-Fy gate system are:

e support of multiple external authentication providers;
e support of several authentication techniques;

o firewalling;

e accounting.

As shown in Fig.1 the system is made up of two components,

Gateway and Gatekeeper, and each component is composed of se

eral C++ modules.

3.1.1.1 Gateway.

The Gateway component runs on a machine with at least two net-

work interfaces and operates as a configurable Layer-3lswitte
component contains a firewalling rules table where, amohgrot
data, all (IP address, MAC address) pairs that belong taaatd
users are stored. The Gateway receives all the packets frem t
internal network and manages them. Routing decisions &enta
accordingly to the firewall rules table:

o ifthe packet's source addresses belong to an authorizsat cli
the packet is forwarded to the external network;

e otherwise, the packet is submitted to the Gatekeeper compo-
nent.

The list of authorized clients and the packet managemeitips|
are kept as simple as possible to avoid computational bettles.

3.1.1.2 Gatekeeper.

The Gatekeeper component performs all tasks that require mo
computational processing than a bare packet inspectioecéives
all the packets that are not managed by the Gateway througt-a d
icated channel between the two components.

The Gatekeeper performs both DHCP management and client
authorization based on information received from a remotben-
tication provider.

The management of DHCP packets can be performed locally us-
ing a built-in DHCP server that implements an apprpriatesstbf
features of a real DHCP server or with interaction with aremel
DHCP server.

The authentication procedure is performed through intEnac
with a remote authentication system. At this time, Uni-Fgsarts
two authentication mechanisms, a captive portal technandca
SIP-based authentication method. A successful authéiotigaro-
cedure (carried out in any of the two methods, depending en th
user’s needs and capabilities) causes an update of theriaetho
client list both in Gatekeeper and in the Gateway. When aigser
authenticated his traffic is forwarded by the Gateway froentiter-
nal LAN to the external LAN and the authorization is autoroaitly
renewed from time to time. An authorization can be revokeith wi
an explicit client logout or when a preset authorizationigubex-



pires with no renewal request. An in-depth description ppsuted
authentication methods follows.

3.1.2 Authentication Server

An authentication database containing a list of known ugers
inquired by an authentication system to check the credsrttiat
a user provides to access to network resources. Such datednas
be an institutional RADIUS or LDAP directory as well as an ad-
hoc list. An agreement between remote authentication sygséad
Uni-Fy-driven hotspots must be enacted.

The authentication procedure is always started by the eggel
client, which provides its credentials via a secure chamnméts
home authentication server, so that a Uni-Fy node never gesna
the private information od a user. There are no limits abbat t
protocol used to exchange information between the autteian
system and authentication server, as long as the appmfitiat
walling rules are set in the Uni-Fy gateway.

3.1.3 Authentication procedure: Captive portal

When a client connects to a WLAN managed by Uni-Fy gate, it
receives an IP address following its DHCP request. With phis
cedure, the client enters the WLAN but its status is stilldutiho-
rized”, so it cannot access the external LAN. Moving theustdd
“authenticated” is the purpose of the subsequent packéiaege.
In order to obtain an authorization, the client contactsuasted
remote authentication server and exchanges informationtats
identity.

Related to the authentication procedure, the exchangefa@t in
mation for authorization includes login and password, togpaphic
challenges, secure connection or other techniques. Becdube
end-to-end characteristic of these procedures, the Uigiae does
not manage private information of the users: it is transptaiethe
authentication procedures. The system allows unauthbrizers
to contact external trusted authentication servers, lsiilso able
to limit the traffic to avoid flooding attacks.

Renewal procedures can be based on stateful protocol apd the
may require specialized software running on the client,aor loe
based on standard application (e.g. “captive portal” agginade-
scribed below).

The first authentication procedure supported by Uni-Fy i€b-w
based solution, called captive portal. When an unauthdrnizer

SIP based mechanism will coexist with the captive portalaec
nism.

The mechanism we propose is a mixture of captive portal solu-
tion and the SIP authentication procedure [13] combined AKA
mechanism (to originate the Digest-AKA authenticationesob
[11]). The underlying idea is to realize a collection of tagsISPs
that is based on the same signaling platform used for muiliane
real-time service and in 3G mobile networks. Now we will show
a short overview about the authentication mechanism uséusn
work.

In SIP-based network the digest authentication involveslha
shake of messages based on shared secret keys. The entifies a
such scenario are user terminals with capability of initgor re-
ceiving a call based on SIP signaling. The devices are cbltsd
Agents (UA). An UA is an endpoint of a communication and it can
acts as server (UAS) if it receives a call, or as client (UA®)ini-
tiates a call. Usually the authentication request is askeal UAS
to provide identity of UAC before processing of its requéstt in
some case also UAC can start an authentication proceduthisin
last case a mutual authentication is provided.

The Authentication and Key Agreement (AKA) procedure is the
authentication mechanism that is used in 3G network and é&xan
tension of the framework for authentication developed byrdh
Generation Partnership Project (3GPP) in order to extetaildp-
erability of SIP with 3G network. AKA is a challenge/respens
mechanism that provides mutual authentication betweenarsk
network and roaming facilities. In this case the authetitogpro-
cedure is based on keys that are stored both in user’s devicima
the authentication provider.

A mix between the two previous authentication procedurg-ori
inates Digest-AKA authentication scheme [11]. With thiscime
anism a mutual authentication between user and networkois pr
vided.

3.2.1 Implementation in UniWireless framework

Now we will describe how an authentication procedure based o
Digest-AKA mechanism acts and how it can be implementeden th
Uni-Fy gate system.

In ainter-ISP roaming scheme, the ISP can provides accéss to
network (it acts as Access Provider), authentication fonefities
(it acts as Authentication Provider) or both. When a usearatts

wants to access an external network, he needs to open a browseWith an Authentication Provider and an Access Provider érat

and request a web-page. The Gatekeeper component intethept
query and redirects the user’s browser to a local page whengser
can choose one of the trusted authentication providers clibiee
of an authentication provider establishes a secure HT TReation
between the client and the remote authentication servexctage
personal information aimed at user’s authentication.

A successful authorization procedure generates an upficltert
list in the Uni-Fy system and forces the opening of a pop-up- wi
dow in the client. The pop-up window must be kept alive aldmey t
whole session because renewal is based on its periodishefre

3.2 Extension of the authentication procedure

In this section we will see a practical demonstration of teesf-
bility of the integration within the Uni-Fy gate of other &entica-
tion mechanisms. In particular, we will see a secure autteitn
scheme based on Session Initiation Protocol (SIP) [12] aladed
to the scheme that is used in 3GPP/IMS security framework [11
The basic idea is that SIP based authentication mechanism ca
interact with the authentication system improving the antlta-
tion capacities: devices like Wi-Fi phone or devices wittdisplay
for web-browsing will be able to access to remote resourtés

administrated separately, trust relationship is expected

When a mobile user roams into a new visited network it tries to
register with his own SIP registrar server . This SIP regisgerver
acts as home registrar or Home Authentication Provider. rége
ister procedure is intercepted by the Uni-Fy gate that meséue
visited network and the authentication system redire@sé¢huest
to the Home Authentication Provider appropriately modifigth
ISP-to-ISP authentication and authorization capahiljtéeecording
to the architecture described in the previous section.

In order to assure ISP-to-ISP authentication and correttoau
rization information retrieval from the Home Authenticati Pro-
vider (i.e. the remote SIP registrar server), an extensitimeostan-
dard UAC-to-UAS SIP authentication procedure is proposadl a
has beenimplemented.

Two new header fields allowing authentication between two in
termediate SIP entities are here defined:

e Proxy-To-Proxy-Authenticate header
(shortly pp-authenticatdeader) is used to carry authentica-
tion request information;

e Proxy-To-Proxy-Authorization header



(shortlypp-authorizatiorheader) is used to carry authentica-
tion response information.

The pp-authenticate header is used by a generic internsediat
proxy to authenticate a next-hop proxy or next-hop UAS, iteor
to correctly trust information sent as response from suct inep
entity. The pp-authenticate header is inserted by the pvagtyin
a proxing SIP request message, while figeauthorizationis in-
serted in a SIP response message by the next hop entity onssp
to the pp-authenticate request.

The authentication method used with the pp-authenticatepn
authorization can be anyone of the SIP authentication mstho
without any restriction, and is selected by the intermedizade
that starts the proxy-to-proxy authentication procedure.

Uni-Fy

CLIENT (UAC) SIP SERVER (UAS)

CLIENT REGISTER———»

|
a 401 UNAUTHORIZED
(WITH CHALLENGE)

CLIENT REGISTER 5
(WITH RESPONSE)

New header
“Proxy-To-Proxy-Authenticate”
added by Uni-Fy

CLIENT REGISTER
(WITH RESPONSE)
+

pp-authenticate

Answer to the usual
supplicant authentication
procedure
+

Answer to the challenge
coming from Uni-Fy ("Proxy-
To-Proxy-Authorization™)

200/0K
—— -
pp-authorization

Uni-Fy checks the response fo the challenge.
Independently, the 200/OK is sent to the
supplicant

200/0K. !

Figure 2: Proposed Authentication Scheme

The complete registration and authentication procedwkang-

new pp-authenticate header field is added with the secuaitymp-
eters according to the selected authentication method fosé¢de
proxy-to-proxy authentication. Any authentication mettoan be
used for this purpose, but in the rest of the section we dasthie
procedure using Digest authentication mechanism.

The receiving registrar server (UAS), according to thicpdure
processes both the Authorization and the pp-authentichiéader
fields for user authentication and for proxy-to-proxy autiation,
respectively.

For the latter, a new pp-authorization header field is added i
the registration response generated after the user aigtgon has
been performed and a 200/OK response is sent if the authentic
tion process succeeded. This pp-authorization headersteldld
include, at least, the computed response to the challengetee
gether with the other parameters sent with the pp-autteetfead-
er field.

When the Gatekeeper receives such message with the pp-autho
ization header, it checks if the new response match withagge
result that is locally calculated based on the secret shzetdeen
the Access Provider and the Authentication Provider. Ifaheck
succeeds and if the response code sent to the UAC from the UAS
is a 200/0OK code, the Gatekeeper updates its authorizaiue t
changing the status of the user to “AUTHORIZED?", otherwite i
the check fails, the status of the user changes to “FORBIDDEN

The authentication and authorization scenario that werithest
has been implemented in the nation-wide test bed UniWiselies
particular a new plugin that manages SIP-based authenoticat
added to the Gatekeeper component. The new module has been
developed in C++ and it is based on the reSIProcate C++ StR sta
library [24].

Besides, we provide the implementation of the registraveser
The UAS has been developed in Java and it is based on the mjsip
SIP stack library [25]. The server is appropriately extehtiesup-
port proxy-to-proxy authentication mechanisms.

4. UniWireless IMPLEMENTATION

The UniWireless framework is a collection of hotspots pdavy
network connectivity in several places. All the univeestjoining
the TWELVE project installed a Uni-Fy gate and some of them
also act as authentication provider. Each university hasddd
autonomously how to install the authentication softwatateel to
its previous network configuration and architecture. InuFég3 an
overview of the topology of the system is shown.

The implementation of the Uni-Fy gate can be done with Gate-
way and Gatekeeper running on a single machine or in two sepa-
rate computers. The chosen implementation does not infukec
performance of the other authentication system in the Ural&$s

ed between the user and the Access Provider and between the Acframework: among Uni-Fy gates there are no interactionchEa

cess Provider and the Authentication Provider is showngn Ei

When a user starts an authentication procedure, it sends a re
ister request without authentication header field. The @ickin-
tercepted by the Uni-Fy gate and it is forwarded to the regist
server. UAS starts standard UAC-to-UAS authenticatiorc@ro
dure, by sending a 401 Unauthorized response messagereontai
ing a WWW-Authenticate header with the authentication roéth
and the challenge, as described in [12] and [11]. The medsage
transparently forwarded to the UAC.

With the reception of this response the UAC sends a new reg-

ister request with an Authorization header with the propghen-
tication challenge response. When intercepting this autiteged
register request, the Uni-Fy gate (or better the Gatekeepar
ponent) starts a new proxy-to-proxy authentication procedt-
tempting to challenge the remote registrar. In the regreiguest a

system works separately and only manages users in the erivat
LAN that it controls.

The interactions in the system are among the Uni-Fy gate and
the remote authentication servers. In the setup phase dfrnke
Fy gate a list of remote authentication servers must betegeA
remote authentication server is defined by IP address, doamai
information on how to reach authentication procedure.

The authentication server must be trusted, so prior agneesme
must be subscribed among connectivity and authenticatmngers.

After a correct authentication procedure the user receinesc-
knowledgment from the remote authentication server andighats
to access remote resources. The remote authenticator emgbt s
also information to the Uni-Fy node that manages the LAN wher
the user is, in order to confirm the change of the user state fro
unauthorized to authorized.



Figure 3: Overview of the UniWireless framework

Besides user authentication and wireless access, theviae

has been used to test new algorithms, authentication puoegdnd
protocols without impacts on the other authenticators.i@lsly if

the new version of Uni-Fy gate that provides SIP-based atithe

cation is implemented only in a hotspot, users relying om tiesv
form of authentication will not be able to use it anywhereselSor
this new authentication procedure to be supported by aléttie
ties involved in the framework, an update of all Uni-Fy syssels
required.

It is important to underline that updating the authentmasys-
tem only requires re-compiling the system and (in some )
ing new configuration parameters. It does not force to ihea
servers that support locally the new authentication pracadWith

updating of Uni-Fy gate a nomadic user can access from every-

where using his own credential provided by a remote autbetot.

5. CONCLUSIONS

In this paper we have described the structure of an extensibl

AAA system targeted at wireless hotspots. This systemedlhi-

Fy, is based on the Open Access Network philosophy. It is used [12]
for access management and accounting in WLANS, but it can als
be used for LANs where the users access with wired connection

Uni-Fy manages the authentication by interacting with renam-
thentication servers that may use different authentingiirotocols
(LDAP, RADIUS, ...).

Futhermore we presented also extension of proceduresiéoit cl
authentication with a new mechanism. It is based on SIP proto
col and it is related to scheme that is used in 3GPP/IMS dgcuri

framework.
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