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Abstract

We describe a context-aware architecture under develdpatéine Department of Computer Science and Telecommuaoitsati
of the University of Trento.

The middleware system described in this report can integratious data about the user and his/her context (e.gti@usi
and provide them in a transparent and system-independentvigaa SOAP interface to dynamic web pages and other client
applications.

The main components of the architecture are described,henthain development choices are motivated.

I. INTRODUCTION

While wireless local area networks (WLANS) are becomingquiibus, and promises of always-on networking become
more and more realistic, the main feature of these commtioisamedia, i.e. user mobility, is often underused. Thig fa
differentiates WLAN access networks from cellular phonstsgns, where the user’s ability to move while communicaiing
a key factor. WLANS, on the contrary, are mainly used from diesktop, as a cheap cable replacement.

In spite of this fact, there is a growing belief that wirelsgstems can easily provide an additional value to commomarkt
usage. Beyond the ability to freely move while staying caeé, with some limits due to the roaming difficulties of Wi-F
systems, the system'’s ability to infer the user’s (possihlgnging) location can result in many innovative servidds[p]. In
this report we describe a middleware architecture that lesdfigh-level services to take into account the user'sednin
particular his position.

This report is structured as follows: in Section Il we pravidn overview of the system components and the overall
architecture; in Section 1ll we describe how context datsefuocation) can be retrieved by the system. In Section IV we
briefly describe an experimental context-aware servicedas this architecture.

II. CONTEXT-AWARE ARCHITECTURE

The Uni-Fy AAA platform [3], [4] deployed at the CS departm@mables network managers to fully exploit new services
that take advantage of context information. Such serviaesprovide additional benefits to wireless users, promatiogility
and helping network operators and researchers to collegteudata.

A sample system, aimed at providing context data (in pdetidocation) to user applications at the Faculty of Scieoicthe
University of Trento, is described in Figure 1. The systerstigctured into three layeraetwork middlewareandapplication

The network at the bottom of the picture, is the collection of all netling equipment, in particular devices related to
wireless access: APs, AAA gateways and mobile clients. W consider components that are “context-aware”, in theseen
that they are able to provide some information that helpsuitd ltontext representations. For instance, APs usualhyige
association information that can be used to estimate eligrasiitons; clients, on the other hand, may optionallyalae
themselves by means of specialized hardware (GPS receREID tags) or by exploiting radio properties of the wirales
medium; the AAA gateway can complement location data withittentity of the users, their traffic and time since login.

The context brokeiis the main component of our architecture. Its purpose ibtaio context data by correlating information
obtained by polling network devices and provide coherentexa information to applications. It is composed of twoitdly
separate components: tloentext databasend themiddleware serviceThe first basically contains a database of context
information about users. Currently, time, identity andatien data are considered. Such data are built by an applicttat
receives information from network devices by using a migtaf methods, including SNMP polling and Syslog trapping(se
Section Ill for a description of methods); data are matchgatdimmon tags (for instance, APs and the AAA gateway both
report IEEE802 MAC addresses, while client applicatiores lsaddresses that are also known by the AAA gateway). Cilyren
user locations are inferred in an asynchronous manner.cli dative logging functionalities of some AP models haverbe
found to be unreliable (particularly on earlier models),users are not always localized as soon as they connect, britysh
thereafter by a polling cycle. Information stored in theadatse is not directly accessed by applicationsiddleware service
is interposed in order to provide a standard protocol forrgjng, independence from the DB representation and aduitio
functions such as location tracking, confidence estimatearch functions or integration with user profile inforroati The
service is implemented as a SOAP Java servlet, thus appessia standard web service to upper layer applications.
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Fig. 1. Block diagram of the context-enhanced service fraonke

http://1aica.science.unitn.it:8082/axis/services/|nfodients?nethod=get Last Byl p& n0=172. 31. 194. 155

Fig. 2. A query URL.

Finally, in theapplicationlayer (upper part of Figure 1) several types of user sendgeasbe found. The context middleware
can be queried by a web server running a (PHP, ASP, JSP, Ci}, 91y some other application service, or by context-avar
custom applications that connect directly to the middlenayer.

A. Access to middleware services

Communication between the middleware components and netfavices is strongly hardware-dependent and uses ayariet
of synchronous and asynchronous methods, some of whichlshadletailed in Section Ill; one of the middleware’s purpose
is to hide this complexity from the user by presenting a comnmberface.

The choice of SOAP as the query protocol is motivated bothhbyatvailability of soap-enabled libraries for most langegg
(the web service is implemented in Java, test clients haen weritten in PHP) and the ability of testing the service’s
functionalities by using a common browser. Figure 2 showesURL used to query the sample system about the last occerrenc
of a given IP. The corresponding answer is provided in Figurthe MAC address the IP was last assigned to (the six initial
octets of the line within tagyet Byl pRet ur n) is shown; response fields are separated by pipe symbolshanihird field
denotes the code of the associated AP.

A list of available methods is given in Table I. Tlaur r ent Ti me query is provided for synchronization; tlget Byl p
query returns information about all clients that have bessigned a given IP address, and is mostly used for debugbimy.
get Last Byl p command returns data about the last occurrence of a giveddfess, as shown in the previous example. The
nuntl i ent s command asks data about the current load of an AP.

Finally, methodset Coor d lets a client force its owrfz, y) coordinates, provided that the client has some technique fo
inferring them.

IIl. CLIENT LOCALIZATION

Client devices such as laptops, smartphones and PDAs caochtedl by means of several different mechanisms. Since
the TWELVE project is oriented towards IEEE802.11 netwoiks are not considering custom localization techniquesS(GP
RFID or ultrasonic transceivers): localization shall ber#fore provided at no additional cost by the networkingigment,
either with cell granularity or by finer estimation methods.
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<soapenv: Envel ope>
<soapenv: Body>
<get Last Byl pResponse soapenv: encodi ngStyle="...">
<get Last Byl pReturn xsi : type="soapenc: string">
00 13 CE 1B 00 3E| 172. 31.194. 155| 4| M ckey Mouse| i ckey@nitn.it]| 0] 0] 20| 2006- 05- 10 13: 26. 06
</ get Last Byl pRet ur n>
</ get Last Byl pResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Fig. 3. Response to thget Last Byl p query.

TABLE |
I NFOCLI ENTS QUERIES

Method Action
currentTime  Get the server’s time.
get Byl p Get clients who have been detected to use a particular |Fessldr

get Last Byl p  Get the last client who has been detected to use a partidaladdress
nunCl i ents Get the number of clients associated to a given AP.
set Coord Force the client’s coordinates.

A. Cell granularity

In order to be connected to the network, a mobile terminatingée be associated to an access point. Association is always
client-driven, and a client shall usually choose the AP hawhe highest SNR with respect to its location. The asswonpti
that a client associates to the nearest AP (or, more geyetfadit it is possible to assign to each AP a specific “assodiat
domain” in the physical space with little overlap to neighhg APs) is therefore reasonable most of the times. Some APs
offer a load-balancing feature that allows them to refusentd, forcing them to associate to farther APs with a loveadt
however, this feature is useful only where AP density is hifjlus, we can easily assume that the position of the asedciat
AP is a good estimate of the mobile terminal’s position, wathaverage error within a few tens of meters.

The basic form of client localization is therefore implertezhjust by looking which access point the mobile terminal is
associated to. Most APs provide functions that enable aizéb parties to discover which clients are associated aveng
time. The four main techniques are described in Figure 4.

1) Asynchronous pollingThe simplest case, requiring almost no configuration on tResile, is just asynchronous polling
(Figure 4, part a). The context database periodically millslatabases by a common network administration protaech sis
SNMP; all APs, in turn, provide an updated list of associatkeht, usually identified by ther interface’s MAC address.

2) Syslog notificationsMost APs can also be configured to send appropriate Sysldfications when some classes of
events occur (Figure 4, part b). The context database IPeasldnust be inserted in the AP configuration; since most APs
consider association as a low-priority event, APs must Iséructed to send non-crucial notification. One drawbackhef t
system is that syslog packets do not require acknowledgmsatotifications may be lost. This problem can be overcome b
the RADIUS authorization method.

3) RADIUS authorizationMany APs also provide some MAC-based authorization funetiities (Figure 4, part c¢): before
accepting a client’s association, an AP may check its MACreskl against a RADIUS server’s list. The context database
can operate as a RADIUS server by sending authorization emsste such queries, while recording them. If MAC-based
authorization is not required, the RADIUS server forgestp@sanswers regardless of the request. This method isclegsnt
with respect to Syslog natification, because it makes usefohetionality (MAC-based authentication) for differeninposes,
but it overcomes the possible loss of information discussetie previous paragraph; a missing RADIUS authorizatiaalls
force the AP to reissue the request, thus operating as ancitRQ mechanism.

4) Client notification: A specialized client program can be placed in the mobile tgamMost wireless interfaces provide
an API allowing user-level applications to retrieve fundantal connection data such as the cell's ESSID and the AP’s ID
(usually a MAC address). The client program shall send egleinformation to the context database when it detects ageha
in connection parameters, or even periodically. Instaltadbf a custom application on a mobile terminal is often disaging,
but this method lets the user decide whether informatiomlshbe sent or not, thus enabling a higher control of privacy.

B. Fine-grained localization

Wireless client hardware often provides useful infornratadbout the radio environment; many Wi-Fi cards provide APIs
that enable client applications to obtain signal intensiaga from all APs within range. These data can be issued as SNR
levels in a standard unit of measure (such as decibels oveniltiwatt, dBm) or in an arbitrary scale.

Probing the radio environment can enable clients to infegttebestimate of their position, usually well below thd-teicell
distance. Various research and deployment experiencef]5drove the feasibility of this approach.

Unfortunately, fine-grained localization has at least twawbacks:
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Fig. 4. Different forms of location disclosure: (a) Asynehous SNMP query by database; (b) Database informed asgSystuer; (c) Database informed
as RADIUS authenticator; (d) Client’s notification
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Fig. 5. Example of location-aware service developed byesitglat the University of Trento. A location map and a contkefiendent poll are shown as
sample services.

« commercial APs lack the capability of scanning the radiocepa search of client signals, and adding this functiopalit
would deteriorate their performance, therefore RSSI nremsents are always client’s responsibility;
« continuous probing for radio signals is a power demandiniyiag which leads to faster battery draught in mobile
equipment.
Nonetheless, experimental client applications have begremented for PDAs and laptops.

IV. I MPLEMENTATION

An example of context-aware service currently availablthatUniversity of Trento is shown in Figure 5. The captivetpb
authentication mechanism implemented in the Uni-Fy acoessork [3] allows the system to offer the user a link to a loca
web page whose contents are tailored according to the uderiity, position and, possibly, preferences (eitherlated or
inferred). The web page contains the current user’s losasaggestions about the nearest available classroom] aystém
about university services, tools for the organization afisht communities. Other envisioned services include thgeastion of
less congested wireless locations, restaurant menu (fdests nearby the cafeteria and only during lunch hours)teacher
availability.

Another longer-term service will be a wireless video braeding system which shall be used to diffuse lectures aikg tal
to students. The system shall take advantage of a mixturedihg techniques in order to ensure good video quality emen i
the case of high packet loss ratio, while offering optimunfgrenance to properly positioned clients.

V. CONCLUSIONS

This report describes ongoing activity at the DepartmenCofmputer Science and Telecommunications of the University
of Trento.
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The context-enhanced service is articulated in a low-lmtelaction between eontext brokerwhich asynchronously polls or
receives notifications from access points and other haeaad a high-level web service for providing context datdyteamic
web pages and client applications. Different solutionspargsible for client localization. A sample web-based ajgpion has
also been developed.
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